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Objectives 
‒ Describe the key components of Synapse's threat intel model 
‒ Use the Research Tool to lift and explore threat intel data 
‒ Understand the purpose of the Threat Intel Workflow 
‒ Use the Workflow to view, create, and link threat intel data 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Threat Intel in Synapse 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Threat Intel Model 
‒ Define forms to represent important concepts and activity 

○ "Threat group", "vulnerability", "compromise" 
‒ The form records essential information 

○ Who / what / when / where / why / how 
‒ Because information is structured we can query it! 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Threat Intel Forms 
Category  Example Data  Forms 

risk:* Threat clusters 
Malware Families 
Vulnerabilities 
Activity 

risk:threat
risk:tool:software
risk:vuln
risk:alert
risk:attack
risk:compromise

ou:* Threats / targets / victims 
Industries 
Campaigns 
Goals 
Techniques 

ou:org
ou:industry
ou:campaign
ou:goal
ou:technique

it:* Malware / software  it:prod:soft
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risk:threat 
Threat Cluster / risk:threat

Property  Description 

:country:code / 
:org:loc

Optional ISO2 country code and / or 
location string for the threat 

:desc Brief description of the threat 

:org:name / 
:org:names

Primary & alternate names for the threat 

:reporter:name Organization reporting on the threat 

:tag Tag to annotate nodes associated with the 
threat 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risk:tool:software 

Software / risk:tool:software

Property  Description 

:desc Brief description of the software 

:reporter:name Organization reporting on the software 

:soft:name / 
:soft:names

Primary & alternate names for the software 

:tag Tag used to annotate nodes associated with 
the software 



© 2024 The Vertex Project, LLC  

Threat Intel Activity 
‒ Capture key information about activity at various levels 

Activity  Description  Can be Associated With 

risk:alert Notification of a risk, vulnerability, or threat  risk:attack

risk:attack Unauthorized action attempted against a target  risk:compromise
ou:campaign

risk:compromise One or more unauthorized actions successfully 
carried out against a target 

ou:campaign

ou:campaign A set of activity carried out by an organization 
to achieve a goal 

ou:conflict
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Common Properties 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‒ Many threat intel objects can have multiple 
names 
○ Lift / pivot through individual name 
○ Map multiple names to one object 

Name / Names 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Reporter / Reporter Name 
‒ Use when the source is important 
‒ Reporting on threats and malware varies widely 

○ Microsoft vs. Mandiant vs. Kaspersky… 
‒ Reporting on vulnerabilities or compromises may not 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Tag 
‒ As labels, tags give us context 

○ #rep.eset.sednit ("ESET associates this with Sednit") 
○ What the heck is "Sednit" ? 

‒ With the :tag property: 
○ We link the tag to "what the tag represents" 
○ We can use the tag to annotate "evidence" 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Threat Intel Relationships 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Threat Intel Relationships 
‒ Threat intel objects commonly connected by light edges 
‒ Uses: 

 

 

‒ Targets: 

risk:threat -(uses)> risk:tool:software

risk:attack -(uses)> ou:technique

risk:threat -(targets)> ou:org

risk:threat -(targets)> pol:country
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Threat Intel Demo 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Vertex Threat Intel Workflow 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Threat Intel Workflow 
‒ Installed by the Vertex-Threat-Intel Power-Up 
‒ Custom UI to work with threat data 

○ Search / view / create threat intel objects 
○ Link / unlink objects 

■ -(uses)> 
■ -(targets)> 
■ -(refs)> 

‒ Simplifies working with threat data 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Threat Intel Workflow Demo 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Workflow vs. Research Tool 

Workflow  Research Tool 

Work with key forms / properties  Work with all forms / properties 

Custom UI to focus on specific tasks  Designed for generic analysis 

Simple and intuitive  Powerful and flexible 

You can easily switch between the Workflow and the Research Tool! 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Summary 
‒ The threat intel model captures "higher level" threat data 

○ View and query just like other data 
○ Compare and contrast reporting 
○ Cross-reference reporting across organizations 

‒ The threat intel workflow makes it easier to work with threat data 
○ Easily view, create, and link objects 

 


